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Abstract:

MANET is a self- configuring 

network. Each and every device in MANET 

are free to move over the network in any 

direction. Research in MANET has been going 

on independently in Security and QOS areas. 

But we need to take into consideration that 

security and QOS are dependent on each other 

and one has its impact over the other. So the 

proposed system is a dynamic management 

system which aims to maximize QOS/Security 

while maintaining minimum user acceptance 

level of QOS/Security. The implementation 

needs three frame works namely policy based 

plug-in security framework, QOS Guided 

Routing and a PID controller.
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I. Introduction

Security usually affects QOS 
because of more message overheads for 
authentication and other functions. Due to 
encryption techniques, additional delays 
are also imposed.

A mechanism to dynamically manage 
security and QOS such that minimum user
requirements are met is needed. User security 
specifications may be of minimum but the aim 
of the system is to provide maximum security. 

Since the medium is open there are no central 
points to be monitored. The proposed system is a 
on-demand security and QOS architecture which 
adapts the security level along with the changes 
in the network topology.

Three basic frameworks have been 
proposed namely a policy based plug-in 
architecture; multilayer QOS guided 
routing and a proportional, integral, 
derivative (PID) controller.

The plug-in security framework 
provides dynamic security policy 
management. Multilayer QOS guided routing 
provides efficient routing mechanism. PID 
controller is used to constantly monitor and 
adjust the security policies to ensure that QOS 
requirements are satisfied. This approach is 
also applicable to a system where security and 
QOS are of importance based on some 
weighted mechanism.

II. Challenge/Response Authentication

Authentication is to provide secure 
communications by preventing unauthorized 
usage and negotiating credentials for 
verification. All the nodes joining the network 
will be provided with a key by the PID 
Controller. The authentication mechanism used 
is the Challenge/Response Authentication 
system. The authenticator sends a challenge 
value which is a random number to the node 
requesting access for encryption. The node 
encrypts and sends the value to the authenticator. 
The authenticator in turn verifies the returned 
value i.e. the response value by decrypting.
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If it matches the node will be 
authenticated.

In a foreign network, a visiting 
Mobile User sends an authentication request 
to an Access Point. The Access Point relays 
the request to a Local Authentication Server 
(LAS). This LAS is responsible for visiting 
MUs from foreign networks. If the LAS has 
no information to verify MU, it contacts 
Home Authentication Server (HAS). HAS is 
an authentication server to identify the MUs 
who subscribe the service in its network.

The Challenge/Response 
Authentication for an MU in a foreign 
network can be categorized into three 
types: intra-domain handoff 
authentication; session authentication and 
inter-domain authentication.

III. FEEDBACK CONTROL THEORY

In terms of time, Proportional(P) is 
Present Error, Integral(I) is Accumulation of 
Past Errors and Derivative(D) is Prediction 
of Future Errors, based on current rate of 
change.

We use the PID control theory to 
achieve security and QOS optimization. 
The figure shows a typical feedback 
control system.

The system to be controlled is called a 
plant. The controller is designed to control the 
overall system behaviour. The variable (e) 
represents tracking error, (R) the difference 
between the desired input value, (Y) the actual 
output.

Kp is proportional gain, Ki is integral gain and 
Kd is derivative gain. The feedback loop 
produces a signal with a view to maintain the 
controlled process within an acceptable 
operating range.

3.1 Proportional Control

The proportional controller reduces 

the rise time , increases the overshoot and 

reduces steady state error.

3.2 Proportional-Integral(PI) control

The integral controller decreases the 
rise time, increases both the overshoot and 
the setting time, and eliminates the steady 
state error.

3.3 Proportional, Integral, Derivative Control

The system with a PID controller 
has no overshoot, fast rise time, and no 
steady-state error.

IV. SECURITY AND QOS FEEDBACK 
CONTROL LOOP

Optimization Architecture

The figure shows the distributed 
optimization architecture present at each node in
the network. Each application has one of three 
QOS requirements as input: Guaranteed, 
Controlled load, or Best Effort. QOS plant is to 
handle QOS requests. This plant is responsible 
for creating new paths as well as managing state 
information of each node. It outputs the QOS 
path state information to the PID Controller. 
Security policies are considered as another input 
to the network. The security policy is responsible 
for managing, adding and removing security 
policies. Network security is controlled by a
policy-based security system.
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The PID Controller at each node 
collects two levels of state information, the 
node’s local state and the global path state or 
state of each path. The node local data includes 
node buffer size, node throughput, and node 
stability. The path state data include path 
latency and path throughput. The state data is 
used to calculate network resource.

If the network resource is sufficient 
enough to accommodate more security 
policies, the PID Controller will choose 
additional unimplemented security policies 
and apply them to the network.

If the network resource is not 
sufficient to accommodate security policies, 
the security plant is activated to drop a 
policy based on the priority of the policy. In 
case of failure of a link, the QOS plant will 
choose another path that satisfies the QOS 
requirements.

V MEASURING NETWORK RESOURCE 
AVAILABILITY

Since the network topology changes 
constantly, QOS routing is difficult. The 
available state information for routing is 
inherently imprecise.The goal of QOS Routing 
is two fold.1) Selecting a network path that has 
sufficient resources to meet QOS requirements 
2) achieving global efficiency in resource 
utilization. In multilayer QOS -guided routing 
we are separating metrics at each and every 
layer.

The main problems in dealing with 
QOS routing: First the dynamic nature of an ad 
hoc network makes the available state 
information imprecise. Second, nodes may 
join, leave, and rejoin an ad hoc network 
anytime any location.

4.1 Multilayer QOS Interface Guided 
Routing.

This proposed multilayer QOS interface 
guided routing, separates metrics at the 
different layers namely Medium Access

layer metrics, Network Layer metrics, 
Application Layer metrics.

We utilize the QOS interface metrics defined 

above to guide the routing process:

Path Generation: Generates paths 
according to the state information.

Path Selection: Selects appropriate path 
based on the network and application state 
information.

Data Forwarding: Forwards user traffic 
along the selected path.

5.1 Performance Analysis

The performance of the proposed QOS 
routing protocol is studied with simulations 
based on ns-2. Multilayer QOS interface 
guided routing protocol is implemented based 
on existing QOS-AODV and AODV protocols 
in ns-2. This approach is well suited to ad hoc 
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networks and higher the mobility, the better 
the proposed approach performs.

5.2 Simulation Results

The multilayer QOS AODV routing 
protocol is compared with the QOS AODV 
and AODV protocols. Under light traffic, 
packet throughput and packet delay are very 
close for all three protocols because they often 
use the same routes. The advantage of QOS 
Routing protocols become apparent when 
traffic gets heavy.

VI Security Plug-in architecture

Authentication policies ensure that a node can 
trust other nodes it interacts with. Security 
policies introduce overheads. All these 
overheads severely impact QOS. The figure 
shown above is security policy architecture.
The security policy manager monitors the 
network layer constantly. If there are more 

resources available the security policy 
manager will get the next available 
security policy from the policy stack and 
implement it to the network as a plug-in 
module.

VII OPTIMIZATION ALGORITHM

The greedy algorithm deploying a 
security policy to reach network resource 
utilization is employed. The policy 
manager will continue deploying new 
security policies into the network.

VIII. CONCLUSION

In this paper the proposed distributed 
flexible mechanism optimizes security and 
QOS in mobile ad hoc networks based on 
three components. The policy based security 
framework provides a dynamic and modular 
approach to providing security and is well 
suited to ad hoc networks with little 
overhead. Simulations results indicate the 
proposed PID-optimized security and QOS 
algorithm can produce a similar performance 
as non-secure routing protocols.Various 
Optimizations are possible to our approach. 
Rather than selecting the path with the 
maximum SINR, paths that meet minimum 
SINR levels to meet the application 
requirements are sufficient.
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